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The Optanix Clean Signal 
The problem for today’s IT organizations is that operational infrastructures generate tidal waves of 
events – often millions of unqualified raw events and associated alerts per day – inundating IT 
teams beyond their ability to manage, even with an army of engineers.  
 
That flood of event data puts those IT teams in reactive mode and slows time to resolution. And 
because of this, things still remain unclear: 
 

• Which business services and users are impacted – and to what degree? 
• What is really causing this event? 
• What impact will this have on my SLAs? 
• Could this have been avoided? 
• Can we fix this only once?  

 
With Optanix’s patented technology, millions of raw IT events are captured and processed to 
pinpoint root cause and distill true business impact into a single event, generating a “Clean 
Signal.” 
 
The Clean Signal accelerates remediation, with a proven 91% first-time fix rate for more 
predictable service performance and availability.  
 

 
With Optanix, IT teams can fundamentally shift from a passive IT service delivery model – where 
IT constantly reacts to the tidal wave of events with multiple tools that just manage symptoms – to 
an active service delivery model that delivers predictable infrastructure and known state. 
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Optanix’s unique Clean Signal is the result of filtering out irrelevant events to reveal true root 
cause – and its true business impact – in a single, actionable event. We automatically pinpoint, 
verify and validate the cause of the event, and actively remediate: preparing the right information 
and getting it to the right person. The Clean Signal also informs meaningful role-based 
visualizations, both desktop and mobile.  

 
 
With Optanix’s unique Clean Signal, IT teams see the whole infrastructure picture, focus on what 
matters most to the business, actively remediate only real issues and drive more predictable 
outcomes.  

“Active” IT Managed Services 
The future of business success requires transforming to a new IT service delivery model that is 
fast, predictable, always on and secure. Instead of a passive model, rife with service disruptions 
and uncertainty, IT must adopt an active IT service delivery model that delivers predictable 
outcomes and known infrastructure state, moving from: 

• Managing a tidal wave of events → A Clean Signal, pinpointing root cause/business impact 

• Slow reaction time, flying blind → Accelerated, first-time remediation 

• Pointing fingers, staff frustration → Full accountability, empowered people 

• Multiple, overlapping tools → Single, unified platform 
 
The power of the Clean Signal is at the heart of the Optanix approach towards an active IT 
infrastructure management model. 
 
The Optanix Platform utilizes patented snapshot processing and dependency analysis to identify 
root cause events.  
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Whereas many other systems boast similar capabilities, the Optanix Platform goes further by 
verifying and validating the root cause. The Decision Engine is then used to determine remedial 
actions based on the built-in knowledge base, which houses intelligent rules and workflows. The 
Optanix Platform has the power to automatically remediate the issue or to open a ticket with the 
appropriate support person. 
 
The outcome is a Clean Signal that:  

• Identifies the root cause of the issue 
• Verifies and validates the source of the problem to confirm it still exists 
• Determines the remedial action that needs to be performed 

 

 
The Optanix Platform has the ability to utilize the Clean Signal to proactively respond to remediate 
the issues. The problem is often remediated before it escalates and then can be reported as 
resolved. 
 
Therein lies the true nature of the platform’s active model towards managing the IT infrastructure, 
and the results are impressive: 

• 95% proactive response rate (26% industry average)i 
• 91% first-time fix rate  
• 300% more proactive response than the industry averageii 
• 87% false positives identified and discarded 
• 50% reduction in incident remediation time 

 
The focus of the platform is not to automate everything, but to automate routine tasks (e.g., event 
triage, reboot cycling). Then it routes the information to the right support professional for 
remediation/reporting. 
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Data Acquisition and Monitoring 
For the Optanix Platform to provide full visibility, it requires the ability to consume large amounts of 
time-sensitive data from applications, systems, devices, other domain-specific management 
solutions and user-generated sources. 
 
Gathering data from every possible source in the ecosystem is the first step to successfully 
managing the IT infrastructure. The evaluation of these data points to gain meaningful insights can 
only be accomplished once this key step is efficiently executed. 
 

 

The Ingestion Engine 
The Ingestion engine performs the crucial task of data acquisition.  
 
The process of discovery begins with first establishing what devices are in the network. 
Customized algorithms that focus on Layer 2 and Layer 3 are utilized to build comprehensive 
topology information. This information is used to understand the dependency and relationships 
between network elements and devices. For each device, the Optanix Platform uses best practice 
templates to establish what the device is, what monitoring is needed and what mission-critical 
services are on that device.  
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By taking into account the scope and scale of each source, the Ingestion Engine determines the 
best way to monitor the infrastructure. This reduces the diagnostic churn that adversely impacts 
performance in competitive approaches. The Optanix Platform can seamlessly aggregate data 
from multiple sources and integrate with other monitoring solutions via industry standard APIs, 
allowing legacy monitoring solutions to be leveraged in an entirely new way. 
 

The Snapshot Processor 
Once raw events are gathered from network elements, the Snapshot Processor determines 
changes in the network state. A snapshot is essentially a picture of the network state at a 
particular point in time. The Snapshot Processor compares consecutive snapshots to identify the 
changes in the state of the network. These are then used to generate status change events that 
focus directly on issues in the network.  
 
The snapshot comparison-based approach provides a comprehensive view of the entire network 
as it changes over time and rapidly brings attention to meaningful data. This approach effectively 
handles the tidal wave of events that bogs down other solutions, which struggle to cope with the 
exponential onslaught of incoming network events. 
 

Synopsis 
With Optanix, you always know where you stand. The Optanix Platform collects high volumes of 
event data from any source, from end to end, using the Ingestion Engine. The Snapshot Processor 
continually audits these data points to generate an accurate picture of the current state of the IT 
infrastructure. 
 
The Ingestion Engine and the Snapshot Processor together serve to efficiently and continually 
capture meaningful data. The outcome of these processes are status change events, which are 
then passed on to the next two stages of the process, the Correlation Engine and then the 
Decision Engine. 
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Root Cause Analysis and Remediation 
Information 
The Optanix Platform uses time, topology and event-based correlation techniques to determine 
root cause events. Once root cause events are identified, automated workflows are used to verify 
and validate the issue. Then, appropriate remedial actions are determined and recommended. 
These activities are performed within the Correlation and Decision Engines. 

The Correlation Engine 
 

 
The Correlation Engine processes the status change events to determine root cause. A variety of 
techniques are used, including: 
• Topology-based correlation, which understands the relationships between network elements, 

devices and services 
• Dependency-based correlation, which understands how one entity affects the state of another 

upstream or downstream device 
• Element-level event correlation, which understands the sequence between events from an 

entity. For example, if a device goes down, restarts and comes back up, event correlation 
clears the original event. 

 
The output of the Correlation Engine is clearly identified root cause events. 
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The highly efficient Correlation Engine performs unmatched root cause identification that 
automatically determines which events are meaningful and which are just noise. This dramatically 
reduces event volumes by up to 1,000,000 times, creating actionable intelligence that pinpoints 
the real reason underlying business service issues. 
 

The Decision Engine 
These root cause events are then fed into the Decision Engine. A state machine based intelligent 
analysis is conducted to generate verified valid events. 
 
In order to validate these events, the Decision Engine verifies that the issues still exist by 
performing on-demand polling of network devices. 
 
These verified valid events provide significantly improved capabilities that confirm the cause of 
issues in a fluid network environment. This reduces the amount of “remediation churn” often found 
in alternate solutions. 
 
Verified valid events point to the real reason behind business service issues. The Decision Engine 
further determines business services affected and remediation activities to correct the issue. 
These items collectively constitute the Clean Signal. 
 
These capabilities are powered by Optanix’s patented Advanced Logic Profiles 
(ALPs) – intelligent rulesets and automated best practices for managing specific types of 
business services and IT technologies. ALPs encompass Optanix’s extensive IT support 
experience – hundreds of person years spent managing real-world customer environments, which 
results in more than 2 million built-in events rules. 
 

Synopsis 
Once the Optanix Platform generates the Clean Signal, it has information about the root cause, 
the services affected and the suggested remedial action. The Optanix Platform can also provide 
the ability to automatically resolve issues. Using its powerful orchestration capabilities, the platform 
can perform a wide range of remedial actions, such as resetting servers, restarting applications 
and reconfiguring devices.  
 
Support staff can trigger these actions in response to issues or the Optanix Platform can trigger 
them automatically as defined in the ALPs – providing zero-touch remediation of common service 
and infrastructure issues. This dramatically shortens Mean Time to Resolve (MTTR), avoids IT 
staff having to manually access IT devices, and ensures that remediation actions are performed 
consistently and accurately. 
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Case Management, Visualization and Notification 
Modules 
 
In addition to best-in-class performance when it comes to problem identification and remediation, 
the Optanix Platform provides Case Management, Visualization and Notification Modules resulting 
in a highly integrated and comprehensive solution. 

Case Management 
Case Management in the Optanix Platform is built around core principles of simplicity, ease-of-use 
and flexibility. This approach results in rapid access to information with a minimum of wait-time 
and latency. 
 
The functionality includes configurable process workflows, notifications and escalations, and 
extensive collaboration capabilities to provide Incident, Problem and Change Management. The 
Platform provides the ability to build customized workflows to suit the needs of internal and 
external customers. The built-in workflows are based on best practices and enforce ITIL 
compliance. 
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The platform can automatically open incident records based on validated events, or IT staff can 
open records manually – providing a consistent way of managing all incidents, no matter what the 
source. 
 
The platform’s Change Management module creates a structured environment for changes and 
dramatically lowers the risk of service interruptions. Using its workflow engine, the platform 
automatically routes change requests through the end-to-end change management process, 
including evaluation, approvals, implementation and verification. Throughout this process, it tracks 
the status of each change request, providing complete visibility for stakeholders as changes are 
implemented. 
 

Visualization 
The Optanix Platform comes with a wide range of role-based reports and dashboards, providing 
complete visibility of operational and service-level history. Real-time displays give immediate 
information about the status of business services and IT infrastructure, how issues are impacting 
business processes, and what actions are in progress to resolve them.  
 
The platform includes detailed reports and information that support teams can utilize to investigate 
issues, take informed action and restore services. 
 
All views are context-specific to the device or entity selected. The platform only displays relevant 
information, based on the device or entity type, so that noise is kept to a minimum. 
 

Notification 
The Optanix Platform provides for tiered escalation of notifications. This ensures that the proper 
support person is informed. Notification and escalation rule-sets can be predefined to ensure that 
no alert goes unacknowledged. In addition, Level 1 responses can be highly automated. 
 

Business Intelligence 
The Optanix Platform serves as the repository for the history of network events and the complete 
lifecycle of issues including business impact, assigned engineers, remediation tasks and so forth. 
This provides the ability to mine the data in order to glean insights into trends and chronic issues. 
 

Synopsis 
As the Optanix Platform manages business services, IT infrastructure and support processes, it 
builds and updates a unified management database that contains comprehensive information 
about the data center and network infrastructure – and their operational histories.  
 
This information powers the platform’s reports and dashboards and allows the early identification 
of trends that have the potential to disrupt the business in the future. Analyzing this information 
continuously improves the IT service delivery infrastructure and management processes, enabling 
key capabilities such as problem management and vendor score carding. 
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Using the Optanix Platform’s integrated Incident, Problem and Change management, support 
teams dramatically increase their productivity, accountability and compliance, typically reducing 
MTTR by 50%. Case management, reports, dashboards and other visual tools can be accessed 
securely from anywhere using the Optanix Mobile App – keeping support teams and management 
in the loop 24×7. 
 

Automated Workflows 
The power of the Optanix Platform lies in its ability to generate a Clean Signal that points to the 
root cause, the business impact and remedial information. Automated Workflows are key to 
generating the Clean Signal. 
 
Automated Workflows are powered by Advanced Logic Profiles (ALPs). ALPs provide intelligent 
rulesets and troubleshooting processes that enable best-practice methods for managing specific 
types of IT services and technologies. The Optanix Platform comes with an extensive library of 
ALPs, based on many years of combined expertise and experience of Optanix support staff and 
engineers. And its library of ALPs continues to evolve, ensuring that the platform stays abreast of 
the latest applications and IT technologies. 
 
ALPs are modeled within the Optanix Platform’s Decision Engine. The Decision Engine provides 
the primary mechanism to execute the logic defined by the workflows using state machines. The 
state machines also interact with each other to accomplish more complex diagnostic analysis as 
needed. 
 
When it comes to determining root cause, these workflows are used to troubleshoot and collect 
additional information from affected network devices. Additional tests are also conducted to not 
only determine root cause, but to also verify and validate the true nature of the underlying issue. 
 
ALP logic works through different failure scenarios until it identifies the exact reason for the service 
or infrastructure issue. This drives down support costs and accelerates MTTR by automating time-
consuming investigative work. 
 
The Optanix Platform provides the ability to knit together network devices and elements to define 
the business services and entities. For example, we can determine that mail services are down 
rather than simply report which specific devices are down. This entity modeling is embedded in the 
Optanix Platform to highlight the true nature of the business services impacted by the outage. 
 
Additional workflows are then used to determine the correct set of actions to remediate the 
problem. Using its powerful orchestration capabilities, the platform can perform a wide range of 
remedial actions, such as resetting servers, restarting applications and reconfiguring devices.  
 
Support staff can trigger remediation actions in response to issues, or the Optanix Platform can 
trigger them automatically. This provides zero-touch remediation of common infrastructure and 
service issues. This dramatically shortens MTTR times, avoids IT staff having to manually access 
IT devices, and ensures that remediation actions are performed promptly, consistently and 
accurately. 
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Glossary 
Optanix Product Definitions 

Case Management Module 
• Provides the ability to manage an issue through the entire remediation lifecycle including 

ticket creation, resource assignment, status tracking and escalation. 
• Generates notification requests in order to provide alerts. 

 
Clean Signal 

• Essential information outside of the ‘noise’ associated with raw data. 
• Pinpoints the root cause, business impact and remediation information in one single event. 

 
Correlation Engine 

• Performs dependency analysis on status change events to gain an understanding on the 
relationships between events. 

• Uses a variety of time, topology and event based techniques. 
 
Decision Engine  

• A state machine-based intelligent module processes root cause events and then generates 
verified valid events. 

 
Ingestion Engine 

• The data acquisition layer that interacts directly with network elements in order to learn of 
issues, events and alarms. 
 

Notification Module 
• Processes status requests from other modules to generate notifications to users and other 

systems. 
 
Passive vs. Active 

• The passive model is based on symptomatic analysis leading to a reactionary approach to 
IT operations management. 

• The active model is based on Clean Signal root cause analysis that delivers predictable 
outcomes and a known infrastructure state based on a proactive approach. 

 
Predictable IT Service Delivery 

• The IT infrastructure behaving in a way that is expected. 
• Facilitates governance, economics, asset management and business success.  

 
Root Cause Events 

• The initial cause of either a condition or chain of events that leads to an outcome or effect 
of interest. 

• The output of the Correlation Engine that processes status change events in order to 
determine the core issue causing the status changes. 

 

https://en.wikipedia.org/wiki/Cause
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Snapshot 

• A mirror image of the network state at a specific point in time. 
 
Status Change Events 

• The output of the Snapshot Processor that represents changes in the network state. 
 
Snapshot Processor 

• Compares consecutive snapshots in order to determine the change in the network state. 
 
Visualization Module 

• Provides the service management, reports and dashboards to configure, monitor and 
understand the state and health of the underlying infrastructure. 

 
Verified Valid Events 

• The output of the Decision Engine Module that takes root cause events and performs 
validation to verify the root cause events ahead of remediation. 

 

About Optanix 
Optanix is leading the advancement of IT service predictability in today’s hyper-connected digital 
economy – where reliable service delivery has never been more vital. Hundreds of customers rely 
on the Optanix Platform and IT Management-as-a-Service (ITMaaS) to enable unbeatable service 
availability that leads to positive business outcomes. Optanix solutions are delivered through 
industry leading channel partners who rely on Optanix’s extensive IT automation experience.  

About the Optanix Platform 
The Optanix Platform is the only comprehensive, integrated solution designed to handle all 
aspects of managing IT environments. It uses patented automation and correlation processes to 
pinpoint the actionable root cause and business impact of service issues while reducing event 
noise by a factor of more than 1,000,000 to one. And by automatically routing only true root cause 
incidents to the appropriate support team in just seconds, the platform reduces incident 
remediation times by 50% and helps support teams respond proactively 95% of the time. 

 
                                                
i “Managing IT From the End User Perspective in 2006,” Forrester Research, Inc., February 2, 2007. 
ii ibid 
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